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t-online.

Umfrage zu Tesla nach
UnregelmaBigkeiten gestoppt

Aktualisiert am 19.03

Von t-online

Tesla-Logo: Eine t-online-Umfrage veranderte sich zuletzt auffallend schnell. (Quelle: IMAGO/Bernd Feil
/ MiSfimago)

¢}y Vorlesen G ::j;\;sn ,te\\gritljgkr;el
Laut einer t-online-Umfrage wollen kaum Deutsche noch Teslas
kaufen. Doch pl6tzlich explodieren die Teilnehmerzahlen. t-online
stoppt die Umfrage.

Shara:

On May 7, 2020, at the height of the COVID-19 lockdown, health researchers at
Rutgers University launched an online survey to track the impact on the LGBTQ
population in the U,S, They promoted it through social media, hoping to get
1,000 responses in three months. They had 1,251 in two days.
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Introduction |

Web surveys struggle with increasingly low response rates (paikeler et al. 2020)

Respondents are frequently recruited through non-probability sampling
» Social media platforms, online access panels, and crowdsourcing platforms
* Quick and easy access to diverse respondent pools (Lehdonvirta et al. 2021; Zindel 2022)

However, data quality and integrity are potentially threatened by bots (riffin et al.
2022; Hohne et al. 2024; Storozuk et al. 2020; Xu et al. 2022; Yarrish et al. 2019; Zhang et al. 2022)

* Programs that autonomously interact with digital systems, such as web surveys
« Botsmay change survey outcomes and thus political and social decision-making

Bots were already used to manipulate public opinion through social media
* Forexample, during Brexit-Referendum in 2016 (Gorodnichenko et al. 2021)
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Introduction i

« Research on how to prevent bots from infiltrating web surveys is scarce riffin et al.
2022; Hohne et al. 2024; Storozuk et al. 2020; Xu et al. 2022; Yarrish et al. 2019; Zhang et al. 2022)

« Methods preventing bots from entering web surveys (e.g., CAPTCHAS)
« Analyzing answer behavior (e.g., open narrative answers)
« Analyzing completion behavior (e.g., response times)

* Previous studies underestimate the capabilities of advanced LLM-driven bots
(Hohne et al. 2024)

« LLM-driven bots overcome CAPTCHAS, solve attention checks, and skip honey pot questions
 Simulate human-like response behavior and provide coherent open narrative answers
« Established bot detection strategies are not effective anymore

Il LLM-driven bots require new strategies for bot detection !!
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Research Questions (RQs)

* RQ1:what are the characteristics of open narrative answers in web surveys
provided by LLM-driven bots?

* RQ2: Can we detect LLM-driven bots in web surveys by predicting robotic
language in open narrative answers?
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Method: Bot Development

« We utilize two LLMWM-driven bots: LLM 8 LLM+ bot (Hshne et al. 2024)
* Linked to LLM Gemini 1.5 Pro (Google 2024)

« Each bot comes with two different prompt designs
* Prompts adopted from Héhne et al. (2024): baseline design
« Baseline design + instruction to introduce misspellings (misspelling design)

+ Classifies web survey content into opinion-based, emails, and + Remembers previous answers (memory)

attention checks using LLM oo
+ Answers based on respondent characteristics (personas)

+ Overcomes CAPTCHAs, attention checks, and honey pot questions . . L
+ Handles questions with audio-visual content (speech-to-text)

+Uses LLM to understand and answer questions meaningfully . . .
+ Simulates paradata (mouse movements and clicks, scrolling, and

+ Reads questions and mimics human time delay keystrokes)
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Method: Bot Showcase
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WMethod: Data and Analyses

Web survey on same-gender partnerships programmed with Unipark
- Three open narrative questions: Child adoption, discrimination, and final comment
« Each bot took the web survey 400 times (N = 800) in February 2025
« We conducted a web survey through Facebook (N =1,512)in February/March 2024

Each answer was labeled based on whether it was ...
« ...generated by a bot (robotic language = “yes’)
« ...obtained through the Facebook survey (robotic language = “unclear’)

RQ1: Text-as-data methods in the form of answer length and word choice

RQ2: Predicting robotic language
* Fine-tuning BERT for each ONQ, using the dichotomous label as ground truth
* Performance evaluation: Precision, recall, and F1 score
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Results: Exemplary Answers

Jeder sollte die gleichen Ein Kind braucht ‘ne Mutter Hauptsache es wird sich gut
Chancen haben, eine Familie und ‘nen Vater. So is das um das Kind gekimmert.
zu grunden. Liebe ist Liebe. nun mal vorgesehen.

Translation: Translation: Translation:
Everyone should have the A child needs a mother and The most important thing
same opportunities to start a father. That's how it's is that the child is well
a family. Love is love. meant to be. taken care of.
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Results: Answer Length (RQ1)

ONQ1 ONQ2 ONQ3
40 30 30
30
20 20
20
10 10
10
0 0 0
LLM bot LLM+ bot Facebook LLM bot LLMWM+ bot Facebook LLM bot LLMWM+ bot Facebook
survey survey survey
Note. Average number of words. Note. Average number of words. Note. Average number of words.
One-way ANOVA: p < 0.001. One-way ANOVA: p < 0.001. One-way ANOVA: p < 0.001.
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Results: Word Choice (RQ1)

LLM bot
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Note. Each word cloud contains the 100 most frequently mentioned words (ONQ1) among the

respectively. The size of a word is proportional to its frequency.

LLM bot, LLM+ bot, and Facebook survey,
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Results: Predicting Robotic Language (RQ2)

Table 1. Prediction performance aggregated for bots and prompt designs

Training set size (60%) 960 960 758
Validation set size (20%) 320 320 253
Test set size (20%) 320 320 253
Precision 0.98 0.97 0.99
Recall 0.99 1.0 0.97
F1 score 0.98 0.99 0.98

Note. We used the "bert-base-german-cased” model via the “Simple Transformers” library in
Python. For ONQ1 and ONQ2, we used all 800 bot answers as well as 800 randomly selected
Facebook survey answers, respectively, to create a balanced sample. For ONQ3, in contrast, we
used all 632 Facebook survey answers as well as 632 randomly selected bot answers.
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Discussion and Conclusion

 There are similarities between LLM-driven bots and the Facebook survey
« LLM-driven bots provide meaningful open narrative answers
» No systematic differences regarding answer length
« Word choice may offer clues when it comnes to detecting LLM-driven bots

« BERT reliably predicts robotic language in open narrative answers
« Between 97 and 100 percent of LLM-driven bots are correctly detected
« Applies to both bots (LLM and LLM+) and prompt designs (baseline and misspelling)

* In a next step, we explore further possibilities regarding bot detection
* Predicting robotic language in ONQs that BERT was not fine-tuned with
» Using BERT to predict prevalence of LLM-driven bots in web survey data
« Making predictions based on closed questions
« Examining bots that are connected to other LLMs, such as GPT-4 and Llama 3.3
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Abstract

Cost- and time-efficient web surveys have progressively replaced other survey modes. These
efficiencies can potentially cover the increasing demand for survey data. However, since web
surveys suffer from low response rates, researchersand practitioners start considering social media
plaforms as new sources for respondent recruitment. Although these platforms provide adver-
tisement and targeting systems, the data quality and integrity of web surveys recruited through
social media might be threatened by bots. Bots have the potential to shift survey outcomes and thus
political and social decisions. This is alarming since there is ample literature on bots and how they
infiltrate social media platforms, distribute fake news, and possibly skew public opinion. In this study,
we therefore investigate bot behavior in web surveys to provide new evidence on common wisdom
about the capabilities of bots. We programmed four bots — two rule-based and two Al-based bots —
and ran each bot N = 100 times through a web survey on equal gender partnerships. We tested
several bot prevention and detection measures, such as CAPTCHAs, invisible honey pot questions,
and completion times. The results indicate that both rule- and Al-based bots come with impressive
completion rates (up to 100%). In addition, we can prove conventional wisdom about bots in web
surveys wrong: CAPTCHAs and honey pot questions pose no challenges. However, there are clear
differences between rule- and Al-based bots when it comes to web survey completion.

LLM-driven bot infiltration: Protecting web surveys through prompt injections
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Abstract

Cost- and time-efficient web surveys potentially help covering the increasing survey data
demand. However, since web surveys face low response rates, researchers consider social media
platforms for recruitment. Although these platforms provide targeting tools, data quality and
integrity might be threatened by bots. Established bot detection strategies are not reliable when
it comes to LLM-driven bots linked to Large Language Models (LLMs). We therefore
investigate whether prompt injections help detecting LLM-driven bots in web surveys. We
instructed two LLM-driven bots with cumulative skillsets (LLM and LLM+) to respond to an
open-ended question. This question included no injection, a jailbreaking injection, or a prompt
leaking injection. Our results indicate that both bots react differently to prompt injections. While
the LLM bot falls for the jailbreaking injection, the LLM+ bot falls for the prompt leaking
injection. This indicates that prompt injections should be tailored to bot sophistication.

Keywords: Data quality and integrity, Jailbreaking injection, Large Language Models, Open-
ended questions, Prompt leaking injection
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Appendix A: Open Narrative Questions

« ONQ1:In the last question, you indicated to find it (very good | rather good |
rather not good | not good at all) that married same-sex partners in Germany
can adopt children. Please explain to us in your own words why you chose this

response.

« ONQ2:In your opinion, to what extentis discrimination against gay, lesbian and
bisexual people a problem or no problem in Germany?

 ONQ3: Finally, we would like to give you the opportunity to say something about
our survey. Do you have any comments or suggestions on the survey as a whole
or on individual questions?
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Appendix B: Word Choice (ONQZ2

g) B akzeptiert  manner derhait
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Note. Each word cloud contains the 100 most frequently mentioned words (ONQ1) among the LLM bot, LLM+ bot, and Facebook survey,

respectively. The size of a word is proportional to its frequency.
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Appendix C: Word Choice (ONQ3
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Note. Each word cloud contains the 100 most frequently mentioned words (ONQ1) among the LLM bot, LLM+ bot, and Facebook survey,
respectively. The size of a word is proportional to its frequency.
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